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Case Studies

 Misconduct Investigation - Reconstruction
of Events using System Logs and Forensic
echnigues

 Malware Response — Characterization of
and Response to a New Worm
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Reconstruction of Events using System
Logs and Forensic Techniques

Integrating centralized system logs with
computer forensics techniques to
construct an activity timeline for a
misconduct investigation.
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Initial Notification

From Remedy #79387

Please tell me if you can tell whether a hacker might have got into my
mailer and gained access to this message. | can tell you that someone

did get into my office the night this message was sent, and the exams
contained in the attachments were downloaded onto my computer desktop.
Thanks,

Egbert Xylophone (Professor X)

-------- Original Message --------

From: - Thu Dec 11 10:02:16 2003

X-UIDL: 385e6d12000034e2

X-Mozilla-Status: 0001

X-Mozilla-Status2: 10000000

Return-Path: <MAILER-DAEMON>

Received: from mx3out.umbc.edu (mx3out.umbc.edu [130.85.5.12]) by
mx6in.umbc.edu (8.12.10/8.12.10/UMBC-Central 1.11 mxdel 1.1.2.9 $) with
ESMTP id hBB4E1EJ012184 for <ProfX@umbc.edu>; Wed, 10 Dec 2003
23:14:01 -0500 (EST)

Received: from localhost (localhost) by mx3out.umbc.edu
(8.12.10/8.12.10/UMBC-Central 1.11 mxout 1.2.2.3 $) id hBB4E17x026859;
Wed, 10 Dec 2003 23:14:01 -0500 (EST)

Date: Wed, 10 Dec 2003 23:14:01 -0500 (EST)

From: Mail Delivery Subsystem <MAILER-DAEMON@umbc.edu>
Message-Id: <200312110414.hBB4E17x026859@mx3out.umbc.edu>

To: <ProfX@umbc.edu>
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Initial Notification

MIME-Version: 1.0
Content-Type: multipart/report; report-type=delivery-status;
boundary="hBB4E17x026859.1071116041/mx3out.umbc.edu"
Subject: Returned mail: see transcript for details
Auto-Submitted: auto-generated (failure)
X-Milter-Key: 1071116347:afc738d5698eb30cfdbd35f3c97c0041
X-Avmilter: Clean
X-Spam-Status: hits=-99.5 rating=
tests=HTML_TAG_BALANCE_TABLE,UPPERCASE_25 50,USER_IN_WHITELIST
X-Processed-By: MilterMonkey Version 0.9 --
http://www.membrain.com/miltermonkey
Status: RO
The original message was received at Wed, 10 Dec 2003 23:13:59 -0500 (EST)
from x.desktop.umbc.edu [130.85.x.desktop]
----- The following addresses had permanent fatal errors -----
(reason: 550 5.1.1 ... User unknown)
----- Transcript of session follows -----
... while talking to mxin.umbc.edu.:
>>> DATA
<<< 5505.1.1 ... User unknown
550 5.1.1 ... User unknown
<<< 503 5.0.0 Need RCPT (recipient)
[ Attachment 1, text/html 4K. ]
[ Attachment 2, text/plain OK. ]
[ Attachment 3, message/rfc822 38K. ]
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Background

* The notice reports:

— undeliverable e-mail apparently sent from
Prof. X’s office laptop with timestamp:

Wed, 10 Dec 2003 23:14:01 -0500 (EST)

— the undeliverable e-mail was addressed to a
(no longer valid) e-mail address from Prof.X’s
address book
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Background

e A student in Prof. X’s department was suspected
of breaking to faculty offices before exams and
stealing copies of exam papers. This student
was in one of Prof. X’s classes, and was soon to
take a final exam.

* Prof. X had also found his Netscape e-mail client
open and the deadbolt on his office door
unlocked on the morning of the 11th, It was his
usual practice to shut down all clients and to
deadbolt his door before leaving.
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Background

Prof. X’s laptop was running Mac OSX

Prof. X had his Netscape client set to auto-
login (it had stored his password)

The student under suspicion, Erik
Bloodaxe, had e-mail address
bloodaxel@umbc.edu

The student was believed to be quite
resourceful In obtaining access to rooms In
Prof. X’s building.
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First Step — Locate the Log Records
Pertaining to the Undeliverable E-mall

Dec 10 23:09:49 mr4.umbc.edu ipop3d[4427]. [ID 806292 mail.debug]
pop3 service init from 130.85.x.desktop

Dec 10 23:09:56 mr4.umbc.edu ipop3d[4427]. [ID 704396 mail.info]
Command stream end of file, while reading authentication
host=x.desktop.umbc.edu [130.85.x.desktop]

Dec 10 23:13:59 mx3out.umbc.edu sendmail[26857]: [ID 801593
mail.info] hBB4Dw7x026857: from=<ProfX@umbc.edu>,
Size=39267, class=0, nrcpts=1,
msgid=<3FD7EF06.7030101@umbc.edu>, proto=ESMTP,
daemon=MTA, relay=x.desktop.umbc.edu [130.85.x.desktop]

Dec 10 23:14:00 mx3out.umbc.edu sendmail[26857]: [ID 801593
mail.info] hBB4Dw7x026857: Milter add: header: X-AvMilter-Key:
1071116340:3710dbael10f49f82a0320a9893f1d3f3
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First Step — Locate the Log Records
Pertaining to the Undeliverable E-mall

Dec 10 23:14:01 mx3out.umbc.edu sendmail[26857]: [ID 801593
mail.info] hBB4Dw7x026857: Milter add: header: X-Avmilter: Clean

Dec 10 23:14:01 mx3out.umbc.edu sendmail[26857]: [ID 801593
mail.info] hBB4Dw7x026857: Milter add: header: X-Processed-By:
MilterMonkey Version 0.9 -- http://www.membrain.com/miltermonkey

Dec 10 23:14:01 mx3out.umbc.edu sendmail[26859]: [ID 801593
mail.info] hnBB4Dw7x026857: to=<Professor.Y @umbc.edu>,
delay=00:00:02, xdelay=00:00:00, mailer=esmtp, pri=159267,
relay=mxin.umbc.edu. [130.85.12.6], dsn=5.1.1, stat=User unknown

Dec 10 23:14:01 mx3out.umbc.edu sendmail[26859]: [ID 801593
makil.info] hBB4Dw7x026857: hBB4E17x026859: DSN: User
unknown
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Check for activity under suspect’s

account.

Dec 10 23:57:43 webauthl.umbc.edu webauth[22124]:
[130.85.ProfX.lab] (v1) TGT Issued for bloodaxel
(account=uid=bloodaxel,ou=Accounts,o=umbc.edu,auth
entic=Password,authtype=Password,password=*HIDDE
N*ptype=username) authtype Password

Dec 10 23:57:43 webauthl.umbc.edu webauth[22124]:
[130.85.ProfX.lab] Issued service ticket using RCSS for
myumbc/bloodaxel ()

Dec 10 23:57:43 webauthl.umbc.edu webauth[22247]:
[130.85.ProfX.lab] (v1) authenticate from_tgt success
for use bloodaxel
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Check for activity under suspect’s
account.

Dec 10 23:57:44 webauthl.umbc.edu
webauth[22247]. [130.85.ProfX.lab] Issued
service ticket using RCSS for
myumbc/bloodaxel ()

Dec 10 23:57:52 webauthl.umbc.edu
webauth[20271]: [130.85.ProfX.lab] (v1)
authenticate from_tgt success for use
bloodaxel

Dec 10 23:57:52 webauthl.umbc.edu
webauth[20271]: [130.85.ProfX.lab] Issued
service ticket for blackboard/bloodaxel
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Examination of PC Iin Graduate
Student’s Office

Wed Dec 10 2003 16:21:12 454 ma. -/-rwxrwxrwx 0 0 10935-128-1 /System Volume
Information/_restore{36F61A65-327B-4000-B4DC-
D96C39CA73BF}/RP201/A0027891.LNK

454 ma. -rwxrwxrwx 0 0 10935 <hdal-A0027891.LNK-alive-
10935>

Thu Dec 11 2003 01:01:19 66560 m.. -/-rwxrwxrwx 0 0 27553-128-3
/WINDOWS/addins/SEE32.DLL

66560 m.. -rwxrwxrwx 0 0 27553 <hdal-SEE32.DLL-alive-27553>

Thu Dec 11 2003 01:01:35 99840 ma. -/-rwxrwxrwx 0 O 27556-128-3
/WINDOWS/addins/See32z.dll

99840 ma. -rwxrwxrwx 0 0 27556 <hdal-See32z.dll-alive-27556>

Thu Dec 11 2003 01:01:47 495616 m.. -/-rwxrwxrwx 0 0 27566-128-3
/WINDOWS/addins/starrcmd.exe

495616 m.. -rwxrwxrwx 0 0 27566 <hdal-starrcmd.exe-alive-27566>

Thu Dec 11 2003 01:01:56 73728 m.. -/-rwxrwxrwx 0 0 27577-128-3
/WINDOWS/addins/wsys.exe

73728 m.. -rwxrwxrwx 0 0 27577 <hdal-wsys.exe-alive-27577>
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Examination of PC Iin Graduate
Student’s Office

Thu Dec 11 2003 01:02:07 32768 m.. -/-rwxrwxrwx 0 0 27574-128-3 /WINDOWS/addins/wsys.dll
32768 m.. -rwxrwxrwx 0 0 27574 <hdal-wsys.dll-alive-27574>

Thu Dec 11 2003 01:03:46 66560 ..c -/-rwxrwxrwx 0 0 27553-128-3 /WINDOWS/addins/SEE32.DLL
32768 ..c -rwxrwxrwx 0 0 27574 <hdal-wsys.dll-alive-27574>
32768 ..c -/-rwxrwxrwx 0 0 27574-128-3 /WINDOWS/addins/wsys.dll
66560 ..c -rwxrwxrwx 0 0 27553 <hdal-SEE32.DLL-alive-27553>
99840 ..c -rwxrwxrwx 0 0 27556 <hdal-See32z.dll-alive-27556>
99840 ..c -/-rwxrwxrwx 0 0 27556-128-3 /WINDOWS/addins/See32z.dll

Thu Dec 11 2003 01:04:58 479 m.c -/-rwxrwxrwx 0 0 27597-128-1 /Documents and
Settings/Professor X/Recent/706.Ink

479 m.c -/-rwxrwxrwx 0 0 27597-128-1 /Documents and Settings/Professor
X/Recent/706.Ink (deleted-realloc)

479 m.c -rwxrwxrwx 0 0 27597 <hdal-706.Ink-alive-27597>

Thu Dec 11 2003 01:06:56 0 mac -/-rwxrwxrwx 0 0 25740-128-1 /Documents and
Settings/Professor X/Local Settings/Temporary Internet Files/Content.IES5/'YHRSTOFQ/[1]

0 mac -rwxrwxrwx 0 0 25740 <hdal-[1]-alive-25740>
Thu Dec 11 2003 10:54:14 73728 .a. -/-rwxrwxrwx 0 0 27577-128-3 /WINDOWS/addins/wsys.exe
73728 .a. -rwxrwxrwx 0 0 27577 <hdal-wsys.exe-alive-27577>

Thu Dec 11 2003 11:19:22 6261 m.c -/-rwxrwxrwx 0 0 5948-128-3
/WINDOWS/srchasst/mui/0409/Icladv.xml

6261 m.c -rwxrwxrwx 0 0 5948 <hdal-Icladv.xml-alive-5948>
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Examination of PC Iin Graduate
Student’s Office

Thu Dec 11 2003 12:34:04 528 m.c d/d-wx-wx-wx 0 0 6221-144-1 /Documents and Settings/Professor X/Start Menu
737 m.c -rwxrwxrwx 0 0 28483 <hdal-Launch Internet Explorer Browser.Ink-alive-28483>
528 m.c d-wx-wx-wx 0 0 6221 <hdal-Start Menu-alive-6221>

737 m.c -/-rwxrwxrwx 0 0 28483-128-4 /Documents and Settings/Professor X/Start Menu/Launch
Internet Explorer Browser.Ink

Thu Dec 11 2003 16:20:15 2632 m.c -rwxrwxrwx 0 0 29279 <hdal-CollectedData_3105.xml-alive-29279>

2632 m.c -/-rwxrwxrwx 0 0 29279-128-4
/WINDOWS/PCHEALTH/HELPCTR/DataColl/CollectedData_3105.xml

Fri Dec 12 2003 01:13:25 707 .a. -rwxrwxrwx 0 0 552  <hdal-_default.pif-alive-552>
249856 ..c -rwxrwxrwx 0 0 5195 <hdal-mstask.dll-alive-5195>
87552 ..c -/-rwxrwxrwx 0 0 1991-128-3 /WINDOWS/system32/occache.dll
258560 ..c -/-rwxrwxrwx 0 0 453-128-3 /WINDOWS/system32/webcheck.dll (deleted-realloc)
35328 ..c -/-rwxrwxrwx 0 0 2080-128-3 /WINDOWS/system32/pifmgr.dll
80 .a. -rwxrwxrwx 0 0 1058 <hdal-explorer.scf-alive-1058>
306688 ..c -/-rwxrwxrwx 0 0 14938-128-3 /WINDOWS/IsUninst.exe
249856 ..c -/-rwxrwxrwx 0 0 5195-128-3 /WINDOWS/system32/mstask.dll
80 .a. -/-rwxrwxrwx 0 0 1058-128-1 /WINDOWS/explorer.scf
707 .a. -/[-rwxrwxrwx 0 0 552-128-1 /WINDOWS/_default.pif (deleted-realloc)
87552 ..c -/-rwxrwxrwx 0 0 1991-128-3 /WINDOWS/system32/occache.dll (deleted-realloc)
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Examination of PC Iin Graduate
Student’s Office

306688 ..c -rwxrwxrwx 0 0 14938 <hdal-IsUninst.exe-alive-14938>
707 .a. -/-rwxrwxrwx 0 0 552-128-1 /WINDOWS/ _default.pif
258560 ..c -rwxrwxrwx 0 0 453 <hdal-webcheck.dll-alive-453>
258560 ..c -/-rwxrwxrwx 0 0 453-128-3 /WINDOWS/system32/webcheck.dll
35328 ..c -rwxrwxrwx 0 0 2080 <hdal-pifmgr.dll-alive-2080>
87552 ..c -rwxrwxrwx 0 0 1991 <hdal-occache.dll-alive-1991>
Fri Dec 12 2003 01:13:26 73728 ..c -/-rwxrwxrwx 0 0 27577-128-3 /WINDOWS/addins/wsys.exe
73728 ..c -rwxrwxrwx 0 0 27577 <hdal-wsys.exe-alive-27577>
Fri Dec 12 2003 01:25:50 495616 ..c -/-rwxrwxrwx 0 0 27566-128-3 /WINDOWS/addins/starrcmd.exe
66560 .a. -/-rwxrwxrwx 0 0 27553-128-3 /WINDOWS/addins/SEE32.DLL
66560 .a. -rwxrwxrwx 0 0 27553 <hdal-SEE32.DLL-alive-27553>
495616 ..c -rwxrwxrwx 0 0 27566 <hdal-starrcmd.exe-alive-27566>
Fri Dec 12 2003 01:25:54 495616 .a. -/-rwxrwxrwx 0 0 27566-128-3 /WINDOWS/addins/starrcmd.exe
495616 .a. -rwxrwxrwx 0 0 27566 <hdal-starrcmd.exe-alive-27566>
Fri Dec 12 2003 01:26:05 4152 m.c drwxrwxrwx 0 0 63 <hdal-addins-alive-63>
56 m.c d/drwxrwxrwx 0 0 63-144-5 /WINDOWS/addins

Fri Dec 12 2003 10:14:08 440 .a. -/-rwxrwxrwx 0 0 11010-128-1 /Documents and
Settings/Professor X/Recent/ticket.Ink
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From:
http://www.cio.uiuc.edu/security/keylogging.html

Key Logging Advisory

The U.S. Secret Service has advised us about several nationwide
computer intrusions/hacking incidents. These incidents have
involved the surreptitious insertion of "key logging” software
programs on public computers located at colleges and universities.

To date, these incidents appear to have been restricted to college
and university computer systems. Key logging programs have
been found on the Urbana campus. It is fairly easy to install the
required software and/or hardware device. Machines in public
spaces are particularly at risk for the logging of not only logins
and passwords, but also credit card numbers, PINS, and even
the text entered in email, web pages, and chat rooms.
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From:
http://www.cio.uiuc.edu/security/keylogging.htmi

Secret Service agents have identified several key
logger programs including, but not limited to:

Program Name Details

StarrCommander Pro |Lookfor:
STARRCMD.EXE C:\WINNT\SYSTEM32\KREC32
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http://anycracks.com/?crc_1d=245479

[andy]$ unzip -1

Archive:

From:

./starrcommandervl.34crack.zipcrackici.zip
./starrcommandervl.34crack.zipcrackici.zip

[ http ://keygen .us ]:::::::::::::::::::

PRESENT
crack for STARR Commander v1.34 Crack.zip by i1Ci

10-07-02
10-07-02
10-07-02
08-06-03

STARR Commander v1.34\ICIl-release.nfo

STARR Commander v1.34\Serial!_txt
STARR Commander v1.34\
keygen.nfo

4 files
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Reconstruction

Wed, 10 Dec 2003 approx 4:30pm

eProf. X's graduate students make last
use of workstation in their office for the
day. They leave within a couple of
hours.

Wed, 10 Dec 2003 approx. 11pm

eErik Bloodaxe enters Prof. X's office,
located final exam on laptop, moves
file to system desktop.

Wed, 10 Dec 2003 11:14pm

eErik Bloodaxe attempts to send final
examination to himself, instead sends
undeliverable e-mail to Prof. Y.
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Reconstuction

Wed 10 Dec 2003 11:15pm - 11:50pm

Erik Bloodaxe leaves Prof. X's office,
gains entry to graduate students'
office, accesses Prof. X's account on
workstation, probably using
information visible nearby.

Wed 10 Dec 2003 11:57pm

Erik Bloodaxe authenticates to UMBC
Blackboard system using his own
account.

Wed 11 Dec 2003 approx. midnight -
1:30am

Erik Bloodaxe installs (or examines a
previous installation of) a keystroke
logger on the workstation.

Wed 11 Dec 2003 after 8am

Prof. X enters office and notes
evidence of previous night's activity.
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Characterization of and Response

to a New Worm
Using network monitoring to detect a new
problem, then using forensics techniques

to create a targeted IDS signature for the
problem.
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Initial Notification

» 9/7/2004 12:42 PM

— Tipping Point Intrusion Prevention System
reported extensive blocks of “MS-RPC:
LSASS Active Directory Interface Overflow”
for 130.85.XXX.XXX

e Tue 09/07/2004 13:29:49.29
— System located and examined on-site

©2004, Andy Johnston
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TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

Examining Network Activity

cNeoNoNoNeoNoNeoNoNoNoNoNeoNoNoNoNoNe N

OOOOOOOOOOOOOOOOOP

OOOOOOOOOOOOOOOOOIO

cNoNeoNoNoNeoNoNoNoNoNoNoNoNoNoNoNaoNe)

- 4999

-5000

-8081

-32061
- 44445
- 44445
- 44445
- 44445
- 44445
- 44445
- 44445
- 44445
- 44445
- 44445
- 44445
- 44445
- 44445
- 44445

Netstat —an
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0

©2004, Andy Johnston

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

25



TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

Examining Network Activity
Netstat —an

130.85.
130.85.
130.85.
130.85.
130.85.
130.85.
130.85.
130.85.
130.85.
130.85.
130.85.
130.85.
130.85.
130.85.
130.85.
130.85.
130.85.
130.85.

XXX .
XXX .
XXX .
XXX .
XXX .
XXX .
XXX .
XXX .
XXX .
XXX .
XXX .
XXX .
XXX .
XXX .
XXX .
XXX .
XXX .-
XXX .

XXX =
XXX -
XXX :
1036
XXX X
XXX -
XXX :
1097
XXX X
XXX X
XXX -
1166
XXX X
XXX X
XXX X
XXX -
XXX :
XXX X

XXX

XXX

XXX

139
427
1034

1037
1038
1040

1118
1118
1125

1305
1316
1352
1386
1415
1530

0.0.
0.0.
130.
130.
130.
130.
203.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.

0.0:0
0.0:0

85.30.3:524
85.30.7:524
85.30.6:524
85.30.8:524
81.40.173:6667

85.XXX.
85 . XXX.
85 . XXX .
85 . XXX .
85.XXX.
85 . XXX.
85 . XXX.
85 . XXX .
85 . XXX .
85.XXX.
85 . XXX.

79:445
92:445
156:445
138:445
138:445
178:445
245:445
28:445
76:445
49:445
174:445
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LISTENING
LISTENING
ESTABL ISHED
ESTABL ISHED
ESTABL ISHED
ESTABLISHED
ESTABLISHED
CLOSE_WAIT
TIME_WAIT
SYN_SENT
CLOSE_WAIT
CLOSE_WAIT
SYN_SENT
SYN_SENT
SYN_SENT
SYN_SENT
CLOSE_WAIT
SYN_SENT
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Mapping Ports to Processes
Foundstone’s Fport

FPort v2.0 - TCP/IP Process to Port Mapper
Copyright 2000 by Foundstone, Inc.
http://www.foundstone.com

Pid Process Port Proto Path

880 svchost -> 135 TCP  C:\WINDOWS\system32\svchost.exe
4 System -> 139 TCP

4 System -> 427 TCP

4 System -> 445 TCP

980 svchost -> 1025 TCP C:\WINDOWS\System32\svchost.exe
1848 servicz -> 1026 TCP C:\WINDOWS\System32\servicz.exe
1848 servicz -> 1027 TCP C:\WINDOWS\System32\servicz.exe
1848 servicz -> 1028 TCP C:\WINDOWS\System32\servicz.exe
4 System -> 1029 TCP

1848 servicz -> 1030 TCP  C:\WINDOWS\System32\servicz.exe
1848 servicz -> 1031 TCP  C:\WINDOWS\System32\servicz.exe
1848 servicz -> 1032 TCP C:\WINDOWS\System32\servicz.exe
1848 servicz -> 1033 TCP C:\WINDOWS\System32\servicz.exe
644  winlogon -> 1034 TCP  \??\C:\WINDOWS\system32\winlogon.exe
1848 servicz -> 1035 TCP C:\WINDOWS\System32\servicz.exe
1868 -> 1036 TCP

1868 -> 1037 TCP

1868 -> 1038 TCP
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1848
1848
1848
1848
1848
1848
1848
1848
1848
1848

1848
1848
1848
1848
1848
1848
1848
1848
1848
1848

Mapping Ports to Processes

servicz
servicz
servicz
servicz
servicz
servicz
servicz
servicz
servicz
servicz

servicz
servicz
servicz
servicz
servicz
servicz
servicz
servicz
servicz
servicz

Foundstone’s Fport

1039
1040
1041
1042
1043
1044
1045
1046
1047
1048

1350
1351
1352
1353
1354
1355
1356
1357
1358
1359

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

OOO0O0OO0O0O0O0OO0

OO0OO0O0O0O0O0O0OO0OO0n

\WINDOWS\System32\servicz.
\WINDOWS\System32\servicz
\WINDOWS\System32\servicz.
\WINDOWS\System32\servicz.
\WINDOWS\System32\servicz.
\WINDOWS\System32\servicz.
\WINDOWS\System32\servicz.
\WINDOWS\System32\servicz.
\WINDOWS\System32\servicz.
\WINDOWS\System32\servicz.

\WINDOWS\System32\servicz.
\WINDOWS\System32\servicz.
- \WINDOWS\System32\servicz.
\WINDOWS\System32\servicz.
\WINDOWS\System32\servicz.
\WINDOWS\System32\servicz.
\WINDOWS\System32\servicz.
\WINDOWS\System32\servicz.
\WINDOWS\System32\servicz.
\WINDOWS\System32\servicz.
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exe
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exe
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exe
exe
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Listing Processes

Sysinternal’s PsList

PsList v1.2 - Process Information Lister
Copyright (C) 1999-2002 Mark Russinovich

Sysinternals - www.sysinternals.com

Process information for GX260IMAGE:

Name
Idle
System
smss
CSrss
winlogon
services
svchost
naPrdMgr
wisptis
wmiprvse
svchost
svchost
svchost
spoolsv
cusrvc
FrameworkSe
Mcshield
VsTskMgr

Pid
0

4
552
620
644
696
880
1784
3136
3976
980
1060
1124
1272
1396
1432
1464
1504

Pri Thd

0
8
11
13

[EEY
w

=

0O LW 00 OO0 00000000 WO oW

[EEY

1
67
3
12
21
18

15
21

2
24
19
10

Hnd
0
4934
21
633
577
388
293
105
89
115
1184
65
136
176
27
326
181
99

VM

0
1840
3760
25344
54656
33804
19820
45104
21284
19528
103272
12504
26820
48292
24848
70036
73676
45468
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WS
20
216
464
4192
5248
10868
3988
940
3768
4200
18292
2176
3844
6840
2444
11076
16036
416

Priv

32
172
1816
7848
8700
1476
2704
1176
1328
12252
684
1156
4032
644
6564
13484
2076
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Listing Processes
Sysmternal S PsList

MDM 1532 29276 3316 836
svchost 3816 8 6 101 16600 3388 860
Isass 708 9 20 484 38656 2380 3948
explorer 1992 8 17 568 108616 30680 17836
hkemd 148 8 2 68 29128 3836 1304
UpdaterUl 252 8 4 92 34512 2260 1308
nwtray 324 8 4 44 33724 3284 1076
Winad 380 8 4 39 28736 2524 956
winCIlt 612 8 2 23 15136 1360 380
msbb 3906 8 9 236 117224 37080 28468
WebRebatesO 416 8 9 191 65160 9276 3392
WebRebatesl 2828 8 3 1478 47556 12140 10492
optimize 506 8 1 3393 30920 5032 1160
actalert 832 8 5 88 35396 4056 1092
bargains 624 8 2 130 59704 10008 6112
siufez 936 8 1 91 53132 4064 1336
ctfmon 1028 8 1 118 23304 2844 476
rcei 1080 8 4 62136 55872 7740 3676
xagukx 1208 8 6 228 91920 14988 5752
shstat 1688 8 6 85 40980 704 1764
notepad 3992 8 2 88 40864 8216 2420
servicz 1848 8 106 8965 166216 14716 9864
cmd 2804 8 1 21 13272 1648 1444
PSLIST 976 8 2 81 16132 1752 632
cmd 3004 8 1 16 13216 1444 1420
PROCEXP 1556 13 1 91 38220 10728 7500
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Registry Run Key

I REG.EXE VERSION 3.0

HKEY_ LOCAL_MACHINE\software\microsoft\windows\currentversion\run
IgfxTray REG_SZ C:\WINDOWS\System32\igfxtray.exe
HotKeysCmds REG_SZ C:\WINDOWS\System32\hkcmd.exe
ShStatEXE REG_SZ ™"C:\Program Files\Network Associates\VirusScan\SHSTAT.EXE"

/STANDALONE

McAfeeUpdaterUl REG_SZ ™"C:\Program Files\Network Associates\Common
Framework\UpdaterUl .exe"™ /StartedFromRunKey

NWTRAY REG_SZ NWTRAY.EXE

Microsoft Update Machine REG_SZ servicz.exe

Winad Client REG_SZ C:\Program Files\Winad Client\Winad.exe
msbb REG_SZ c:\temp\msbb.exe

WebRebatesO REG_SZ ™"C:\Program Files\Web_Rebates\WebRebatesO.exe"
Internet Optimizer REG_SZ "C:\Program Files\Internet Optimizer\optimize.exe"
BullsEye Network REG_SZ C:\Program Files\BullsEye Network\bin\bargains.exe

rbxtej REG_SZ C:\WINDOWS\System32\siufez.exe
alchem REG_SZ C:\WINDOWS\alchem.exe
zyluh REG_SZ C:\WINDOWS\zyluh.exe

HKEY_LOCAL_MACHINE\software\microsoft\windows\currentversion\run\OptionalComponents
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8/31/2004
8/31/2004
8/31/2004
8/31/2004
8/31/2004
8/31/2004

9/1/2004
9/1/2004
9/1/2004
9/1/2004
9/1/2004
9/1/2004

9/2/2004

W32/Sdbot.

9/2/2004

W32/Sdbot.

9/2/2004

W32/Sdbot.

9/2/2004

W32/Sdbot.

9/2/2004

W32/Sdbot.

9/2/2004

W32/Sdbot.

9/2/2004

W32/Sdbot.

McAfee Anti-Virus Log

:45:14
:45:14
:45:14
:45:14
:45:14
:45:14

ArASADIAD

:52:01
:52:01
:52:01
:52:01
:52:01
:52:01

ArASADIAD

7:40:22
worm!ftp
8:24:04
worm!ftp
8:43:19
worm!ftp
9:44:47
worm!Iftp
9:59:18
worm!Iftp

10:59:52 AM

worm!Iftp

11:20:02 AM

worm!ftp

PM
PM
PM
PM
PM
PM

PM
PM
PM
PM
PM
PM

AM

AM

AM

AM

AM

Statistics:

Files
Files
Files
Files
Files

Statistics:

Deleted
Deleted
Deleted
Deleted
Deleted
Deleted

Deleted

Files
Files
Files
Files
Files
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scanned:
infected:
cleaned:
deleted:
moved:

scanned:
infected:
cleaned:
deleted:
moved:

NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

7457

0
0
0

15401

0
0
0

O O o o o O O

\WINDOWS\system32\o
\WINDOWS\system32\o
\WINDOWS\system32\o
\WINDOWS\system32\o
\WINDOWS\system32\o
\WINDOWS\system32\o

\WINDOWS\system32\o



9/2/2004
9/2/2004
9/2/2004
9/2/2004

9/7/2004
9/7/2004
9/7/2004
9/7/2004
9/7/2004
9/7/2004
9/7/2004
9/7/2004
9/7/2004
9/7/2004
9/7/2004
9/7/2004
9/7/2004
9/7/2004

McAfee Anti-Virus Log

12:39:32 PM
1:16:32 PM
1:34:35 PM

1

:36
:42

53

:38:43

:24:02
:40:19
:42:02
:49:55
:57:08
44
:46
:04:
:15:
:05:
124:
t47:
12:

01
33
59
17
01

145

PM

AM
AM
AM
AM
AM
AM
AM
AM
AM
PM
PM
PM
PM

1:28:03 PM

Deleted
Deleted
Deleted
Deleted

Deleted
Deleted
Deleted
Deleted
Deleted
Deleted
Deleted
Deleted
Deleted
Deleted
Deleted
Deleted
Deleted
Deleted

NT
NT
NT
NT

NT
NT
NT
NT
NT
NT
NT
NT
NT
NT
NT
NT
NT
NT
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AUTHORITY\SYSTEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM

AUTHORITY\SYSTEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM
AUTHORITY\SYSTEM

O0O0O0

OO0 0O00O00O0O0O0O0O0O0

\WINDOWS\system32\o
:\WINDOWS\system32\o
:\WINDOWS\system32\o
\WINDOWS\system32\o

\WINDOWS\system32\o
\WINDOWS\system32\o
\WINDOWS\system32\o
:\WINDOWS\system32\o
\WINDOWS\system32\o
\WINDOWS\system32\o
\WINDOWS\system32\o
\WINDOWS\system32\o
\WINDOWS\system32\o
\WINDOWS\system32\o
\WINDOWS\system32\o
\WINDOWS\system32\o
\WINDOWS\system32\o
:\WINDOWS\system32\o

W32/Sdbot.
W32/Sdbot.
W32/Sdbot.
W32/Sdbot.

W32/Sdbot.
W32/Sdbot.
W32/Sdbot.
W32/sdbot.
W32/Sdbot.
W32/Sdbot.
W32/Sdbot.
W32/Sdbot.
W32/sdbot.
W32/Sdbot.
-worm!ftp
-worm!ftp
-worm!ftp
-worm!ftp

W32/Sdbot
W32/Sdbot
W32/Sdbot
W32/sdbot

worm!ftp
worm!ftp
worm!ftp
worm!ftp

worm!ftp
worm!ftp
worm!ftp
worm!ftp
worm!ftp
worm!ftp
worm!ftp
worm!ftp
worm!ftp
worm!ftp
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Memory Dump from Process 1848

NTSecurity’s Pmdump

[root@gecko 040907-1]# strings pmdump.txt | more

#moneybeans :[DOWNLOAD]: Downloading URL: http://www.angelfire.com/theforce/beanster0/IELower.asd to:

c:\cute.exe.

PONG :irc.galaxynet.org
w.angelfire.com/theforce/beans
2011

[MAIN]: Joined channel: #beans.
130.85.x-x

#beans

#beans-exploit

#moneybeans
http://www.angelfire.com/theforce/beanster0/I1ELower .asd
c:\cute.exe

PING

PONG

sirc.galaxynet.org

PING :irc.galaxynet.org

NICK USA]217161

USER caktcrn 0 0 :USA|]217161
2058

caktcrn

ss-255-84 _pooled.umbc.edu
USA]217161

bean.bouncer.cx

#beans

bean
WinSock 2.0

& 1

Running

©2004, Andy Johnston
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Memory Dump from Process 1848

NTSecurity’s Pmdump

.exe
C:\WINDOWS\System32
[MAIN]: Bot started.

H$%& " OQ*+,-./
<=>?C:\WINDOWS\System32\servicz.exe
XYZ{

IH#$%& " (O *+,-./0123456789: ;<=>?@abc
servicz
xyz[\]”_"abcdefghi jkImnopqgrstuvwxyz{|}~
servicz.exe
ProcessorFeaturePresent

administrator
administrador
administrateur
administrat
admins

admin

staff

root

computer
owner

student
teacher
wwwadmin
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System Information
Sysinternal’s Psinfo

Psinfo 1.34 - local and remote system information viewer
Copyright (C) 2001-2002 Mark Russinovich
Sysinternals - www.sysinternals.com

System information for \\GX260IMAGE:

Uptime:

Kernel version:

Product type:

Product version:

Service pack:

Kernel build number:

Registered organization:

Registered owner:

Install date:

Activation status:

IE version:

System root:

Processors:

Processor speed:

Processor type:

Physical memory:

Volume Type Format
A: Removable FAT
C: Fixed NTFS
D: Removable
E: CD-ROM CDFS
F: Removable FAT32
H: Remote NWFS
1: Remote NWFS
L: Remote NWFS
Z: Remote NWFS

0S Hot Fix Installed

KB282010 8/28/2003

KB817778 8/28/2003

KB820291 8/28/2003

0 days, 5 hours, 48 minutes, 55 seconds
Microsoft Windows XP, Uniprocessor Free
Professional

5.1

1

2600

UMBC

UMBC

8/28/2003, 1:37:58 PM

Activated

6.0000

C:\WINDOWS

1

2.8 GHz

x86 Family 15 Model 2 Stepping 7, Genuinelntel
1022 MB

Label Size Free Free
1.4 MB 1.4 MB 100%

37.3 GB 31.7 GB 85%

0%

CDROM 34.3 MB 0%
124.0 MB 124.0 MB 100%

USER 9.8 MB 72.4 GB 759169%
SHARED 265.7 GB 44 .0 GB 17%
WIN 978.5 MB 855.9 MB 87%
SYS 7.7 GB 5.9 GB 7%
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KB821253
KB821557
KB823559
KB823980
Q147222
Q322011
Q323255
Q327979
Q328310
Q329048
Q329115
0329170
Q329390
Q329441
Q329834
Q331953
Q810243
Q810565
Q810577
0810833
0811493
0811630
Q814033
Q814995
Q815021
Q817287
Q817606
Q819696
Applications:
Active Alert
Adobe Reader

8/28/2003
8/28/2003
8/28/2003
8/28/2003
8/28/2003
8/28/2003
8/28/2003
8/28/2003
8/28/2003
8/28/2003
8/28/2003
8/28/2003
8/28/2003
8/28/2003
8/28/2003
8/28/2003
8/28/2003
8/28/2003
8/28/2003
8/28/2003
8/28/2003
8/28/2003
8/28/2003
8/28/2003
8/28/2003
8/28/2003
8/28/2003
8/28/2003

6.0 6.0

System Information
Sysinternal’s Psinfo

Advanced Networking Pack for Windows XP

BullsEye Network 8.0.2.7
CorporateTime 6.0 6.0.2

Gpower 2.0i

©2004, Andy Johnston
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System Information
Sysinternal’s Psinfo

Intel(R) PRO Ethernet Adapter and Software
Internet Explorer Q822925

Internet Optimizer

Java 2 Runtime Environment, SE v1.4.1_02

Java Web Start

McAfee VirusScan Enterprise 7.0.0

Microsoft _NET Framework 1.1 1.1.4322

Microsoft Office Professional Edition 2003 11.0.5614.0
Microsoft Office XP Professional with FrontPage 10.0.2627.01
Microsoft Windows Journal Viewer 1.5.2315.3
NICI (Shared) U.S./Worldwide (128 bit) 2.6.0
NMAS Client Components (2.2.0)

Netscape (7.1)

Novell Client for Windows

Outlook Express Update Q330994

SAS System 9.0

SPSS 11.0.1 for Windows

SPSS 12.0 for Windows 12.0.0

SoundMAX

UMBC - Tera Term Pro SSH

Uninstall 180searchAssistant

Viewpoint Media Player (Remove Only)

WebFldrs XP 9.50.6513

WebRebates (by TopRebates.com)

WinSCP 2.2.3

Winad Client

Windows SR 2.0

Windows XP Hotfix (SP2) Q322011 20021111.164241
Windows XP Hotfix (SP2) Q327979 20021114.125755
Windows XP Hotfix (SP2) Q328310 20021122.122733
Windows XP Hotfix (SP2) Q329170 20030102.120145
Windows XP Hotfix (SP2) Q329441 20021114.125038
Windows XP Hotfix (SP2) Q331953 20021107.174736
Windows XP Hotfix (SP2) Q810565 20021127.115011
Windows XP Hotfix (SP2) Q810577 20021118.135247
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System Information
Sysinternal’s Psinfo

Windows XP Hotfix (SP2) Q810833 20021203.201545

Windows XP Hotfix (SP2) Q811493 20030424.101451

Windows XP Hotfix (SP2) Q814033 20030131.164620

Windows XP Hotfix (SP2) Q814995 20030219.141525

Windows XP Hotfix (SP2) Q815021 20030501.165608

Windows XP Hotfix (SP2) Q817287 20030325.164011

Windows XP Hotfix (SP2) Q817606 20030331.103753

Windows XP Hotfix (SP2) Q819696 20030513.102848

Windows XP Hotfix (SP2) [See Q329048 for more information]
Windows XP Hotfix (SP2) [See Q329115 for more information]
Windows XP Hotfix (SP2) [See Q329390 for more information]
Windows XP Hotfix (SP2) [See Q329834 for more information]
Windows XP Hotfix - KB282010 20030530.105526

Windows XP Hotfix - KB820291 20030523.143400

Windows XP Hotfix - KB821253 20030609.161053

Windows XP Hotfix - KB821557 20030611.134342

Windows XP Hotfix - KB823559 20030701.220428

Yahoo! Companion

Patch to protect agains Sasser-type buffer-overflow attacks:

File Name:
WindowsXP-KB835732-x86-ENU.EXE

Download Size:
2647 KB

Date Published:
4/12/2004

Version:
835732

©2004, Andy Johnston



File Activity Timeline

Tue Sep 07 2004 12:25:32
155648 ..c -/-rwxrwxrwx O 0 74884-128-3 /WINDOWS/system32/servicz.exe

Tue Sep 07 2004 12:26:53

1204 mac -rwxrwxrwx O 0 76042 <hdal-popol1l50a_r.htm-alive-76042>
30144 mac -rwxrwxrwx O 0 75848 <hdal-cute.exe-ali1ve-75848>
1713 .a. -rwxrwxrwx O 0 75937 <hdal-popoll50a_u.htm-alive-75937>
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Looking for a Signature

=-4+=4=4+=4=+=4=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4=4+=4=4+=4=4+=4=4=

09/07-14:-:25:33.387558 130.85.220.126:1031 -> 130.85.1.3:53

UDP TTL:126 TOS:0x0 1D:49 IpLen:20 DgmLen:61

Len: 33

OO0 01 01 OO OO O1 OO OO OO OO OO OO 04 626561 .....ccc..... bea
6E 07 62 6F 75 6E 63 65 72 02 63 78 00 00 01 00 n.bouncer.cx....
01

=-+4=4=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4=4=4=4+=4+=4+=4=4+=4+=4+=4+=4+=4+=4=4+=4+=4+=
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Looking for a Signature

=4 =+=+=4+=4=+=+=4+=4=+=+=4+=4=+=+=4+=4=+=+=4+=4+=+=+=+=4+=+=+=4+=4=+=+=4+=4+=+=+=4+=4+

09/07-15:31:45.558060 130.85.173.23:1027 -> 203.81.40.173:6667

TCP TTL:126 TOS:0x0 1D:38242 IpLen:20 DgmLen:109 DF

**EAP*** Seq: OXCEEF47E3 Ack: Ox8E317F1B Win: OxFASD TcplLen: 20
50 52 49 56 4D 53 47 20 23 62 65 61 6E 73 2D 65 PRIVMSG #beans-e
78 70 6C 6F 69 74 20 3A 5B 6C 73 61 73 73 5F 34 xploit :[Isass 4
34 35 5D 3A 20 45 78 70 6C 6F 69 74 69 6E 67 20 45]: Exploiting
49 50 3A 20 31 33 30 2E 38 35 2E 31 36 30 2E 32 IP: 130.85.xxx.2
30 35 2E 0D OA 05...

=4=+4+=4=4+=4=4+=4=4+=4=+=+=4+=4=+=4+=4+=4=+=4+=4+=4+=+=4+=4+=4+=+=4+=4+=4+=+=4+=4+=4+=+=4+=4+=4+
09/07-15:31:46.040870 130.85.173.23:1027 -> 203.81.40.173:6667

TCP TTL:126 TOS:0x0 1D:38261 IpLen:20 DgmLen:40 DF

FrREAFFXE Seq: OXCEEF4828 Ack: Ox8E317F63 Win: OxFA15 TcplLen: 20
=4=+4+=4=4+=4=4+=4=4+=4=+=+=4+=4=+=4+=4+=4=+=4+=4+=4+=+=4+=4+=4+=+=4+=4+=4+=+=4+=4+=4+=+=4+=4+=4+
09/07-15:31:52.389534 130.85.173.239:1032 -> 203.81.40.173:6667

TCP TTL:126 TOS:0x0 1D:57025 IpLen:20 DgmLen:65 DF

*rREAP*** Seq: OxB54E2D1A Ack: Ox4A558FF2 Win: OxF872 TcplLen: 20

50 4F 4E 47 20 3A 69 72 63 2E 67 61 6C 61 78 79 PONG :irc.galaxy

6E 65 74 2E 6F 72 67 OD OA net.org. .

=4=+4+=4=4+=4=4+=4=4+=4=+=+=4+=4=+=4+=4+=4=+=4+=4+=4+=+=4+=4+=4+=+=4+=4+=4+=+=4+=4+=4+=+=4+=4+=4+
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Looking for a Signature

09/07-15:35:57.330212 130.85.237.50:1100 -> 203.81.40.173:6667

TCP TTL:126 TOS:0x0 1D:23956 IpLen:20 DgmLen:109 DF

*xEAP*** Seq: OxS5E46E5D8 Ack: 0xD35C1856 Win: Ox3F36 TcpLen: 20
50 52 49 56 4D 53 47 20 23 62 65 61 6E 73 2D 65 PRIVMSG #beans-e
78 70 6C 6F 69 74 20 3A 5B 6C 73 61 73 73 5F 34 xploit :[Isass 4
34 35 5D 3A 20 45 78 70 6C 6F 69 74 69 6E 67 20 45]: Exploiting
49 50 3A 20 31 33 30 2E 38 35 2E 32 33 39 2E 31 IP: 130.85.xxx.1
35 30 2E 0D OA 50. ..

=4 =+=+=4+=4=+=+=4+=4=+=+=4+=4=+=+=4+=4=+=+=4+=4+=+=+=+=4+=+=+=4+=4=+=+=4+=4+=+=+=4+=4+
09/07-15:35:57.807607 130.85.237.50:1100 -> 203.81.40.173:6667

TCP TTL:126 TOS:0x0 1D:23968 IpLen:20 DgmLen:40 DF

FrREAFFXE Seq: OXSE46E61D Ack: OxD35C189E Win: Ox3EEE TcplLen: 20
=+=+=4+=4+=+=+=+=+=4+=+=+=+=+=4+=+=+=+=+=+=+=+=+=+=+=4+=+=+=+=+=+=+=+=+=+=+=+=+
09/07-15:35:58.572107 130.85.255.231:1109 -> 203.81.40.173:6667

TCP TTL:126 TOS:0x0 1D:41474 I1pLen:20 DgmLen:65 DF

*rREAPF** Seq: Ox3542F365 Ack: 0x251521D5 Win: OxXFABE TcplLen: 20

50 4F 4E 47 20 3A 69 72 63 2E 67 61 6C 61 78 79 PONG :irc.galaxy

6E 65 74 2E 6F 72 67 0D OA net.org. .

=4=+4+=4=4+=4=4+=4=4+=4=+=+=4+=4=+=4+=4+=4=+=4+=4+=4+=+=4+=4+=4+=+=4+=4+=4+=+=4+=4+=4+=+=4+=4+=4+
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Checking Network Traffic
Ngrep

T 130.85.xxx.169:1059 -> 203.81.40.173:6667 [AP]
PRIVMSG #beans-exploit :[Isass_445]: Exploiting IP: 130.85.xxx.58...

T 130.85.xxx.10:1030 -> 203.81.40.173:6667 [AP]
PRIVMSG #beans-exploit :[Isass_445]. Exploiting IP: 130.85.xxx.248...

T 130.85.xxx.156:1241 -> 203.81.40.173:6667 [AP]
PRIVMSG #beans-exploit :[Isass_445]: Exploiting IP: 130.85.xxx.26...

T 130.85.xxx.15:1098 -> 203.81.40.173:6667 [AP]
PRIVMSG #beans-exploit :[Isass_445]: Exploiting IP: 130.85.xxx.163...

T 130.85.xxx.169:1059 -> 203.81.40.173:6667 [AP]
PRIVMSG #beans-exploit :[Isass_445]. Exploiting IP: 130.85.xxx.73...

T 130.85.xxx.169:1059 -> 203.81.40.173:6667 [AP]

PRIVMSG #beans-exploit :[FTP]: File transfer complete to IP: 130.85.xxx.73
(C:\WINNT\system32\bling.exe)...

T 130.85.xxx.73:1101 -> 203.81.40.173:6667 [AP]
PRIVMSG #beans-exploit :[Isass_445]: Exploiting IP: 130.85.xxx.182...
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Intrusion Detection
A Snort Rule

alert tcp SHOME_NET any -> $SEXTERNAL_NET
6667 (msg: "WORM - Sasser variant - Beans";
content: "PRIVMSG #beans-exploit";)
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